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Presenter Notes
Presentation Notes
Our work is broken down into Seven competencies- rather proficiencies that underpin our abilities as the Nation’s risk advisor: 

Partnership Development: At CISA, everything we do hinges on collaboration with the private sector as well as with all levels of government to include state and local governments.   CISA fosters collaborative partnerships that enable partners in the government and private sector to make informed, voluntary decisions and investments


Information and Data Sharing: When it comes to information sharing, every day CISA shares information with critical infrastructure partners and stakeholders and serves as the national hub for cybersecurity and communications information and data sharing near real-time
Capacity Building: CISA’s capacity building involves offering assistance with training and security exercises, in both the public and private sector. By providing free technical assistance, tools, exercises and training programs to critical infrastructure partners around the nation, we help build awareness of an evolving threat as well as increase understanding of what steps to take to mitigate these threats
Incident and Management and Response:  is the sharing, analysis, and response to cyber threats--such as sending experts to the Ukraine to assist in the aftermath of the 2015 attack on the Ukraine’s electric grid, or deploying incident responders at the request of a financial center to assist with containment an APT actor, but more often we are assisting organizations remotely as cyber incidents are reported.   We also help in physical disasters, such as the 2017 hurricane season, by providing analytical and other expert support to decision makers. 
Risk Assessment and Analysis: is the development of strategies for identifying and prioritizing high-risk facilities--as well as supporting the response to security incidents should they occur. Through our regional structure, we are able to provide in-person support around the nation to help critical infrastructure facilities and communities understand their risks, whether cyber or physical.
Network Defense: Regarding Network Defense, CISA is responsible for protecting the Federal .gov space.  This entails the development of processes, tools and technologies to assess and mitigate threats and vulnerabilities of our federal departments and agencies.  One of CISA’s cornerstone programs is an intrusion detection and prevention system called EINSTEIN. EINSTEIN 1 provides awareness of intrusion threats; EINSTEIN 2 provides near-real time intrusion detection; and EINSTEIN 3 Accelerated provides real-time prevention of malicious cyber activity.   We also offer other tools that can assist with network defense of state and local governments as well as the private sector if requested.
Emergency Communications: Lastly, with Emergency Communications, this is one of CISA’s most mature areas as our Emergency Communications Division’s capabilities ensure interoperability of public safety communications at all levels of government.




16 Critical Infrastructure Sectors & SRMAs 
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Presenter Notes
Presentation Notes
Critical Infrastructure refers to the assets, systems, and networks, whether physical or cyber, so vital to the Nation that their incapacitation or destruction would have a debilitating effect on national security, the economy, public health or safety, and our way of life 




CISA Regions
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CISA Regional Teams
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Cyber-Physical Convergence
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Today’s threats are targeting physical and cyber assets through sophisticated hybrid attacks with 
potentially devastating impacts to data, property and physical safety. CISA defines convergence as formal 
collaboration between previously disjoined security functions.



Sampling of Voluntary & No-Cost Cybersecurity Offerings
• Assessments & Evaluations

• Cross-Sector Cybersecurity Performance Goals (CPG)
• Cyber Resilience Reviews (CRR™)
• Cyber Infrastructure Surveys
• Phishing Campaign Assessment
• Vulnerability Scanning & Web Application Scanning
• Risk and Vulnerability Assessments (aka “Pen” Tests)
• External Dependencies Management Reviews
• Cyber Security Evaluation Tool (CSET™)
• Validated Architecture Design Review (VADR)

• Preparedness Activities
• Alert and notifications on threats, vulnerabilities, and mitigations
• Information / Threat Indicator Sharing
• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and Recommended Practices
• Workshops (Cyber Resilience, Cyber Incident Management, 

Election Security, etc.)

• Partnership Development
• Informational Exchanges
• Working Group Support
• Cyber Information Sharing and Collaboration 

Program (CISCP)

• Strategic Messaging & Advisement
• Resource Briefings
• Keynotes and Panels
• Threat Briefings
• Topic Specifics (e.g., NCSAM, SCRM, ICS, etc.)

• Incident Response Assistance
• Remote / On-Site Assistance
• Malware Analysis
• Hunt and Incident Response Teams
• Incident Coordination
• Targeted (Victim) Notifications
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Presenter Notes
Presentation Notes
Taking a deeper dive, for a moment, in some of these services- in particular CISA’s cybersecurity assessments.   

Though these are all capabilities CISA can provide, not every organization would necessarily qualify for every service, nor would every organization find value in all of these services. 

Though CISA has in the past offered these services to more or less any organization, the reality is there is not an unlimited resourcing and ability to conduct these services.   Because organizations can differ in their current capabilities, capacity to respond to cyber disruptions, maturity, industries they operate in, appetite for information sharing, and their place in supporting national critical functions, we are now taking a more pragmatic approach in an effort to match up the right organization to the right services at the right time.
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Regional Services
Cyber Protective Visits
Cyber Resilience Review 
External Dependencies Management Assessment 
Cyber Infrastructure Survey
Workshops 

• Incident Management Workshop
• Cyber Resilience Workshop
• SLTT Cybersecurity Awareness Workshop

Cyber Security Evaluations Tool (self-assessments)

Enterprise Services
Cyber Hygiene (Technical)

• Vulnerability Scanning
• Phishing Campaign Assessment  
• Web Application Scanning

National Services
Remote Penetration Test
Risk and Vulnerability Assessment
Validated Architecture Design Review 
Red Team Assessment 

TECHNICAL
(Network-Administrator Level)

STRATEGIC
(Management/C-Suite Level)

CISA Service Delivery Model

Presenter Notes
Presentation Notes
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Cross-Sector Cybersecurity Performance Goals (CPG)
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 Interview-based assessment of baseline set of cybersecurity 
practices broadly applicable across critical infrastructure with 
known risk-reduction value:
 Align to the NIST CSF functions of Identify, Protect, Detect, 

Respond, Recover (38 Questions)
 A benchmark for critical infrastructure operators to measure and 

improve their cybersecurity maturity.
 A combination of recommended practices for IT and OT owners, 

including a prioritized set of security practices.
 Available as: CSA-facilitated, or self-assessment
 When facilitated, 2-person teams (mastery level can conduct solo)

 1-2 hours to complete and can be combined with a SAFE Assessment
 CRR report 

Presenter Notes
Presentation Notes
As of March 2023, there are 38 unique CPGs divided into 5 categories: 1) Identify, 2) Protect, 3) Detect, 4) Respond, and 5) Recover. 
�
These CPGs are regularly updated on a revision cycle of every 6-12 months, so the number may differ in the future. For the most current version, visit https://www.cisa.gov/cross-sector-cybersecurity-performance-goals(opens in a new tab). 




• Purpose: Evaluate operational resilience and 
cybersecurity practices of critical services.

• Delivery: Either CSA-facilitated, or self-
administered

• Benefits: Report detailing an organizations 
capability and maturity in security 
management, and gaps against NIST CSF

Voluntary assessment that is available at no-cost to 
requesting organizations

CRR Question Set & Guidance

Cyber Resilience Review
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Presenter Notes
Presentation Notes
The goal of the Cyber Resilience Review, or CRR, is to understand an organization’s operational resilience and ability to manage cyber risk to its critical services during normal operations and times of operational stress and crisis. The CRR is based on the CERT Resilience Management Model [http://www.cert.org/resilience/rmm.html], a process improvement model developed by Carnegie Mellon University’s Software Engineering Institute for managing operational resilience. The Review is a no-cost method to assess cybersecurity postures and measure your standing against the NIST Cybersecurity Framework

One foundational principle of the CRR is the idea that an organization deploys its assets (people, information, technology, and facilities) to support specific operational missions (i.e., critical services). Applying this principle, the CRR seeks to understand an organization’s capacities and capabilities in performing, planning, managing, measuring, and defining cybersecurity practices and behaviors in various areas. 



Cyber Resilience Review Domains

Asset Management 
Know your assets being protected & their requirements, e.g.,  
Confidentiality, Integrity, and Availability

Risk Management
Know and address your biggest risks that considers cost and your risk 
tolerances

Configuration and Change Management
Manage asset configurations and changes

Service Continuity Management
Ensure workable plans are in place to manage disruptions

Controls Management
Manage and monitor controls to ensure they are meeting your 
objectives

Situational Awareness
Discover and analyze information related to immediate operational 
stability and security

External Dependencies Management
Know your most important external entities and manage the
risks posed to essential services 

Training and Awareness
Ensure your people are trained on and aware of cybersecurity risks 
and practices 

Incident Management
Be able to detect and respond to incidents

Vulnerability Management
Know your vulnerabilities and manage those that pose the most risk

For more information: https://www.cisa.gov/cyber-resource-hub
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Presentation Notes
enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems



Critical Service Assets and Examples
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Presentation Notes
enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems



CRR Sample Report includes:

Comparison data with 
other CRR participants 
*facilitated only

A summary “snapshot” 
graphic, related to the NIST 
Cyber Security Framework. 

Domain performance of 
existing cybersecurity 
capability and options for 
consideration for all responses
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Presenter Notes
Presentation Notes
enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems



Protected Critical Infrastructure Information

 The Protected Critical Infrastructure Information
(PCII) Program protects critical infrastructure
information voluntarily shared with the federal
government for homeland security purposes.

 PCII protects from release through:
Freedom of Information Act disclosure requests
State, local, tribal, territorial disclosure laws
Use in civil litigation
Use for regulatory purposes
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CyHy - Vulnerability Scanning

Purpose: Assess Internet-accessible systems for known 
vulnerabilities and configuration errors.

Delivery: Online by CISA

Benefits: 
• Continual review of system to identify potential problems
• Weekly reports detailing current and previously mitigated 

vulnerabilities
• Recommended mitigation for identified vulnerabilities

• Network Vulnerability & Configuration Scanning
• Identify network vulnerabilities and weakness

• Email us at vulnerability@cisa.dhs.gov with the subject line
“Requesting Cyber Hygiene Services” to get started.
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Presenter Notes
Presentation Notes
An Internet-based scanning service that assesses the “health” of your publicly accessible web applications y checking for known vulnerabilities and weak configurations.
Signup for CISA’s Cyber Hygiene Services
Vulnerability Scanning – For Networks 
Web Application Scanning – For Domains
Email us at vulnerability@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services” to get started.


mailto:vulnerability@cisa.dhs.gov


Cybersecurity Training Resources

• The NICCS website: Searchable Training Catalog with over 6,000 cyber-
related courses offered by nationwide cybersecurity educators

• Interactive National Cybersecurity Workforce Framework
• FedVTE
• Scholarships for Service, Centers for Academic Excellence, and Cyber Competitions
• Tools and resources for cyber managers

• Incident Response Training though IMR Series
• Industrial Control Systems (ICS) Training

CISA is committed to providing the nation with access to 
cybersecurity training and workforce development efforts to 
develop a more resilient and capable cyber nation.

For more information, visit  
https://www.cisa.gov/cybersecurity-training-exercises 18

https://www.cisa.gov/cybersecurity-training-exercises


 Incident and Vulnerability Response Playbooks:
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_
Vulnerability_Response_Playbooks_508C.pdf

 Known Exploited Vulnerabilities Catalog:
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

 Cyber Incident Resource Guide for Governors:
https://www.cisa.gov/gov_cyberguide 

 Stop Ransomware:
https://www.cisa.gov/stopransomware

 Cyber Training, Exercises, Tabletops:
https://www.cisa.gov/cybersecurity-training-exercises

 Free Cyber Tools and Services:
https://www.cisa.gov/free-cybersecurity-services-and-tools

Recent CISA Resources:
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Presentation Notes
enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems



 CSET Tool Download: https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr

 Cyber Hygiene Services: email us at vulnerability@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services” to get 
started.

 Cyber Resource Hub: https://www.cisa.gov/cyber-resource-hub

 Cyber Essentials: https://www.cisa.gov/cyber-essentials

 Vulnerability Disclosure Policy Template: https://www.cisa.gov/vulnerability-disclosure-policy-template

 CISA Incident Reporting Form: https://us-cert.cisa.gov/forms/report

 Cybersecurity Training and Exercises: https://www.cisa.gov/cybersecurity-training-exercises

 CISA Tabletop Exercise Packages: https://www.cisa.gov/cisa-tabletop-exercises-packagesCISA

 Know Exploited Vulnérabilités (KEV) Catalog: https://www.cisa.gov/known-exploited-vulnerabilities-catalog

 Cyber Incident Response : https://us-cert.cisa.gov/forms/report and/or Filing a Complaint with IC3: https://www.ic3.gov/

Additional CISA Resources:
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enhance their knowledge base and ultimately reduce vulnerabilities and risks in the networks and IT systems they oversee and regulate that control the nations utility systems

https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
mailto:%20vulnerability@cisa.dhs.gov
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/cyber-essentials
https://www.cisa.gov/vulnerability-disclosure-policy-template
https://us-cert.cisa.gov/forms/report
https://www.cisa.gov/cybersecurity-training-exercises
https://www.cisa.gov/cisa-tabletop-exercises-packagesCISA
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://us-cert.cisa.gov/forms/report
https://www.ic3.gov/


• Multi-State Information Sharing and Analysis Center:
• Focal point for cyber threat prevention, protection, 

response and recovery for state, local, tribal, and 
territorial governments. 

• Operates 24 x7 cyber security operations center, 
providing real-time network monitoring, early cyber 
threat warnings and advisories, vulnerability identification 
and mitigation and incident response. For more information, 
visit www.cisecurity.org/ms-isac or email info@msisac.org

• ISACs and ISAOs:
• Information Sharing and Analysis Centers (ISACs) or Organizations

(ISAOs) are communities of interest sharing cybersecurity risk, 
threat information, and incident management to members. For 
more information on ISACs, visit  www.nationalisacs.org. For more 
on ISAOs visit www.isao.org/about. 

Additional Information Sharing Opportunities

Presenter Notes
Presentation Notes
Funded by CISA, the Multi-State Information Sharing and Analysis Center offers a broad range of services for state, local, tribal, and territorial governments. MS-ISAC also supports the Elections Infrastructure ISAC, which was stood up in March 2018.  MS-ISAC and the EI-ISAC are based in the non-profit Center for Internet Security. 
ISACs are focused on a specific industry sector such as financial services, automotive, energy, health, nuclear, etc. and help sector critical infrastructure owners and operators protect their facilities, personnel and customers from cyber and physical security threats by collecting, analyzing, and sharing threat information to members. ISACs also provide members with tools to mitigate risks and enhance resiliency. 
Some organizations, however, do not fit neatly in an established sector or have unique needs. Organizations that cannot join an ISAC but want the benefits of similar structures could benefit from membership in an ISAO.  The White House in 2015 issued Executive Order 13691 directing DHS to encourage development of Information Sharing and Analysis Organizations. 

http://www.cisecurity.org/ms-isac
mailto:info@msisac.org
http://www.nationalisacs.org/
http://www.isao.org/about


Rahul Mittal
Cybersecurity Advisor, Region 3

National Capitol Region
Rahul.Mittal@cisa.dhs.gov

Ashley Jones
Cybersecurity Advisor, Region 3

National Capitol Region
Ashley.Jones@cisa.dhs.gov

Daniel Genua
Protective Security Advisor, Region 3

National Capitol Region
Daniel.Genua@cisa.dhs.gov

William Mcnamara
Protective Security Advisor, Region 3

National Capitol Region
William.Mcnamara@cisa.dhs.gov

Regional Support:
CISARegion3@hq.dhs.gov

To Report an Incident:
https://us-cert.cisa.gov/report

Media Inquiries:
CISAMedia@cisa.dhs.gov
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mailto:William.Mcnamara@cisa.dhs.gov
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mailto:CISAMedia@cisa.dhs.gov




Protective Security Advisors
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1. Plan, coordinate, and conduct security surveys and assessments (i.e., IST, 
SAFE)

2. Plan and conduct outreach activities 
3. Support National Special Security Events (NSSEs) & Special Event Activity 

Rating (SEAR) events
4. Respond to incidents 
5. Coordinate and support improvised explosive device awareness and risk 

mitigation training 

Five mission areas that directly support the 
protection of critical infrastructure
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